
G DATA

Managed Endpoint Security  
powered by Microsoft Azure
The modern Managed Security Solution – highly flexible and  
always available

Together with our partners, we offer Managed Endpoint 
Security, which combines the excellent protection of 
G DATA security solutions with the comfort of a managed 
service. Installation and configuration of the Management 
Server, which is used to deploy and update endpoints, are 
carried out by the G DATA partner, either in their own data 
center or on-premises with the end customer.

To simplify the deployment, management and scalability 
of the required infrastructure, we have developed Mana-
ged Endpoint Security Powered by Microsoft Azure and 

closely worked together with Microsoft to optimize it for 
the new German cloud.

This solution enables partners to manage a virtual 
Management Server in the German Microsoft Cloud. 
Thanks to compliance with Germany’s strong data protec-
tion laws, the platform meets the public cloud solution 
compliance requirements of many German SMBs. 

This allows G DATA partners to flexibly scale the solution 
without delays and to guarantee their customers high 
availability.

Managed Service Partner Business Customer

‹ b

Technical SupportMarketing Support

Management Server 

Cloud Resources 
Maintenance 
Traffic

IT Security Know-how Hardware / Database Protected Endpoints

Microsoft  
Azure

Licenses Signature & Program Updates



INNOVATION

Business Product
Approved

2016

System requirements: www.gdatasoftware.com/business/system-requirements

Microsoft®, Windows®, Windows® 10, Windows® 8, Windows® 7 and Windows Vista™ are either registered trademarks or trademarks of Microsoft Corporation in 
the United States and/or other countries.

Product information G DATA Managed Endpoint Security powered by Microsoft Azure / INT

Modern IT Security as a Managed Service powered by the cloud
Contains Endpoint 
Protection Business

Virus proection with proactive and signature-based detection,  
Anti-Ransomware, Behavior Blocker, Firewall, BankGuard, Exploit Protection, 
Protection against harmful USB devices, Protection against spam and virus-
infected email, Centrally managed antivirus for Mac clients, Antivirus for Linux 
clients, Device control, Application control, Web browsing filter and control 
of Internet use, Active Directory integration, Mobile Device Management, 
Software and hardware directory, Support free of charge 24/7/365

Contains Managed 
Endpoint Security

No administration effort, reduced costs, fast response time in case of 
emergency

Fast scalability Thanks to the cloud, server capacity can be extended quickly and easily – 
without downtime or hardware upgrades

High availability Microsoft guarantees an availability of 99.95% for the German cloud

German data protection Thanks to German data fiduciaries, the German Microsoft Cloud meets the 
specific compliance requirements of SMBs

Optional Modules
Network Monitoring Monitor the complete infrastructure, from printers to servers, using 

individually customizable metrics

Patch Management Centrally controlled software updates for Microsoft and third-party software

Premium service and 
support

Guaranteed response times and highly specialized support contacts – offer 
available on request

Exchange Mail Security Virus protection and AntiSpam for Microsoft Exchange Server  
(2007 through 2016) 

Linux Mail Security 
Gateway

Virus protection and AntiSpam for Postfix- and Sendmail-based  
Linux Mail Servers

Linux Web Security 
Gateway

Comprehensive protection against viruses and phishing for Squid-based  
Web Gateways

For more information, see www.gdatasoftware.com/business


