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G DATA Business solutions

14.1.1 Changelog

This document lists the changes that were introduced in version 14.1.1 of G DATA Business Solutions. In
total, over 60 feature and improvement tickets were created during development. As this is a Maintenance
Release we are focusing on further improving the quality and reliability of our G DATA Business Solutions
with the version 14.1.1. To ensure relevance and readability, this document lists only major features and
improvements.

This document applies to the following products: G DATA Antivirus Business, G DATA Client Security
Business, G DATA Endpoint Protection Business, G DATA Managed Endpoint Security, G DATA Managed
Endpoint Security Powered by Microsoft Azure and to the optional modules Patch Management und Linux
Mail Security Gateway.

Component Feature Scope
Administrator, New: Last active user Administrator, MMS,
Management Server, |nthe Administrator it is now possible to optionally show  Client

Security Client the last active user on selected client(s) (requires G DATA

Security Client 14.1.1)

Administrator Active Directory Synchronization: Administrator, MMS

Fixed an issue where specific arrangements of nested
Groups / OUs could interrupt the synchronization process

Active Directory Synchronization: Administrator, MMS

Fixed an issue where comments/descriptions were not
always synchronized

Active Directory Synchronization: Administrator, MMS

Fixed an issue where computers, groups or OUs could not
always be imported

Active Directory Synchronization: Administrator, MMS

Fixed an issue where the periodical synchronization could
stop until G DATA Management Server service restart

Report Manager: Administrator, MMS

Adjusted the report for “Installation status” to also
consider clients without installed Security Client
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Component Feature Scope
Security Client Device Control: Client, MMS
Fixed an issue where exceptions were not always

considered
Device Control: Client, MMS

Fixed an issue where exceptions that were configured
prior to 14.1 were not always considered

Device Control: Client

Fixed an issue where policies defined for specific users or
groups weren’t always applied properly

Signature update: Client

Fixed an issue where locally configured signature updates
were run more often than configured

Signature update: Client

Fixed an issue where the Windows Security Client
downloaded components for the Linux Security Client

Signature update: Client

Fixed an issue that occurred if the system was suspended
during signature update, which would lead to failed
communication with the Management Server

Performance optimizations for the file system monitorto  Client
reduce CPU load

Outlook Add-In: Client

Fixed an issue that could lead to problems when sending
mails that were saved as a draft using Microsoft Exchange

Outlook Add-In: Client

Fixed an issue that could lead to synchronization
problems with Microsoft Exchange servers

Program update: Client
Fixed a possible hang during the program update

Program update: Client

Improved file system driver update routine to avoid a
reboot

Peer-to-Peer Update: Client, MMS
Improved the selection of potential peers for incremental
updates

Peer-to-Peer Update: Client

Fixed an issue where a peer provisioning an update could
lead to failed communication with the Management
Server until Security Client restart
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Component Feature Scope

USB Keyboard Guard: Client

Fixed an issue where Windows Vista clients couldn’t
update the Keyboard Guard driver

Patch Management: Client

Changed behavior in cases where Patch Management
clients with low free disk space (< 200MB) could cause
high network load

Enhanced compatibility with specific USB authentication  Client
dongles

Better integration of Antivirus and Firewall status in Client
Windows Defender Security Center on Windows 10

Command line scanner: Client

Fixed an issue where the command line scanner
avkemd.exe didn’t show information about infected files

Web protection: Client
Fixed an issue where the web protection on Windows
Server 2003 x64 was not always working as expected

Fixed a very rare BSOD on Terminal Server (2016) Client

Fixed a possible Crash of GdAgentSrv.exe when loading Client
invalid backupjob.dat

Linux Mail Security ~ Fixed an issue where the etc/gdata/amavis/mms.clg Linux Mail Security
Gateway localDomains entry was overwritten during program Gateway, Linux Client
update, which led to mails not being tagged as spam

Linux and Mac Client Mac Client: Mac Client
Implemented a new dialog to guide the user to enable the
G DATA Kernel extension under macOS High Sierra (10.13)
Mac Client: Mac Client
Installation path changed to enhance security
Repository: MMS

Changed the repository provisioning to enable the
download of Linux and Mac repository in specific regions
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